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1 CETTINGHE RIGHNFORMATION

If we simmarse what hasalreadybeen achievedn terms of information preservationn the
photon or neutron facilitieswithin the PaNdata consortiumwhich are already working on the
issue we can state that
1 datasets arebeing archived with heir technical/ administrativeinformation (sample
environment, beam characteristics, gt¢proposaland experimentalteam ID, date and
type ofexperiment etc);
1 thesedatasets and their metadatare searchable
they are accessible undawell-defineddata protectionpolicy;
1 they are identified in goersistent andstandardmannerusing Ogital Object Identifiers
which can easily be referenced withpablicatiors.

=

The facilities arenot allat the same poinbn this but thecommunityis clearly well orits wayto
elaborating a more comprehensidata preservatiorsystem The achievemergso farrepresent
significant improvement# terms ofinformation preservationlt is now becoming possible to
re-use datalongafter the end ofanexperiment Maximumimpactwill only beachievedhowever,

if the set of informationavailableallows other scientists(at least thoseworking in the same
scientific field to fully understandhe technical operations performeth the most common use
case,for instance datais reprocessedo confirm the resultsited ina publication the archive
shouldtherefore provide the answers tquestions such as whesmd why wasa specific set of
the data producedby whom and how? And on thequestion of'how", we are far fronadvance,
mainlybecausemuch of thisinformation is notbeingrecorded electronically by the facilities.

1.1 PRODUCTION OF DAANDRECORDINGFINFORMATION
Consider aimplified 3-step experiment workflow

1. Sientists submit aproposal for an experimentto a facility and the aministrative
informationisrecorded.

2. Whenthe scientiss receive confirmation that thie proposal has been acceptethey
prepare thenecessargample(s)n their home laborataes

3. The experiment igerformed at the facility,and thedata and technical metadata are
archived automatically The scientists usaotebooks to record processes duringhe
experiment in most @ses tlese are simple informal paper notebaok

Instep 1 andstep3, the facility collects administrative and technical informatitire information
on sample preparationandthat in the notes taken by scientistare not often made available
andaretherefore notrecorded/archivedoy the facility.

1.1.1 Sample preparatiodetails
Samples are almost alwaygreparedin the scientistslabs, undertheir own responsibility. It is
therefore very difficult for a facility tobtain a detailed description of the mrcess Nevertheless
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the home organizatios are now beginningo requestthe systematic recordingf the sample
preparationprocessin notebook or electroni¢orm, in order to avoid scientific fraud and patent
disputes. We can imaginen a fewyears time, linkingthe sample preparatioinformation to the
data archive. This Joint Research Activity (JRA) work package couldaimaed atestablishing
such alink, but, given the constraints oresources andhe state of the art withhotebooks, we
decidedto postponethis andfocus the available resources @apturing the notes taken by
scientists duringxperimens; this is morelikely toachieve a positivenpact in a short period of
time.

1.1.2 Experiment logboak

During experimergall researchergake notes this isextremelyimportant for their subsequent

data analysis and understandindt. is @mmon practiceto record important events,and to

descrile what actuallyhappered from a human point of viewWincluding error$; they may add
sketchesof the position of the sample afetectorsorrecordtheA Y AGAF £ |yl f@asSas X
these notes are recordeith a personapaper notebookthey arenot standardsed, na can they

be 'publicly'archived or shared

2 OOLLECTINEXPERIMENTADGS ANINSTRMENT ISERNOTES

2.1 IMPORTANCE OF COLINEEUSEROTES
Researchers generallyn experimenson their own the notes they take are therefore essential,
together with the detailechardware logsfor understandng how the data has been produced.

We haveanalyzed notebookmaintained by scientists odifferent instruments andn different
areasof science from nuclear physics to biologye reproduceextractsbelow from typical
experimental noteboog, courtesy ofILL scientist§&siovanna Fragneto and PadWutti, with a
brief description otheir usage

2.1.1 Sketching the experiment sap
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Figurel: Exillinstrument top viewof the detectors

Wheninstrumentsetups arenot standard, &en roughsketchescanprovide useful information
on detector positionfor instance(andthe electronic channeih this cas¢andmore generaly on
the instrumentlayout

2.1.2 Highlighting importantlecisions
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Figure2 Exillinstrumentnotebook

Anyactiontakenon the instrumentcould be very important for this particular experimehtt it
is oftenburied in the instrument logs.

2.1.3 Recording errors
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Figure5 Figaro- frame overlap

A number ofincidents could occur duringnexperiment,which canoften only be understood by
the operator. Recordinthis typeof information isvital for understanding the data.
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2.1.4 Correlatig hardware logs with other information

rce

start p2

par sub SM-chol-GM1/D20 43C al -?‘? 4’263:”
start al ‘

run 600 t

par sub SM-chol-GM1/D20 43C a2 3= 4—“»2652
start a2

run 1800 t

rte

pte 47 1
wait 600

t
;ai sub SM-chpl-GM1/D20 47C al -‘f—l\—_ 4‘(2—68:1

start al
run 600 t

par sub SM-chol-GM1/D20 47C a2 == 4’2,669

atart a2

Figure6 Example from instrumerid17

Figure 6 showthe most commorpractice:users printthe output of the instrument control log
andadduseful informatiorto it by hand in this case the scanidentifier and sample temperatuje

2.2 BASIC SPECIFICATIEDEE_ECTRONIC NCREEPING

2.2.1 Extremeuserfriendliness

Userfriendliness is the key elemeit the specification Scientists onlgome to the facility once
or twice a year fora few daysat a time;they have neitherthe time nor the desire to master a
complex system. The toatustbe simple seltexplanatoryandattractive.

2.2.2 Structured orthe instrument control logs

In order to structure thescientists' notesand accommodate most common age (2.1.4), we
decided to collect andisplay the instrument control logs anwebbasedinterfaceandto allow
experimentalists to add their notadirectlyto the lines of the log

2.2.3 Data &cess

Access tdhis type of information is governed bgachfacility's data policy In the photon and
neutron community there is usually a negisclosure periodensuring thathe experiment team
has sufficient time to publishtswork. During this period, access to the logs should be limited to
the facility staffresponsible forscientific support ando the experimentalisteshemselves.The
accessauthorisation systemshould integrateeasilywith the facilities own authorisation systens
(quite often the electronic proposal system)

The interface should be accessible everywhere, from the instrument control computer to any
internet-connected computerit should be a welbased system.
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2.2.4 Systenfunctiors
In order toprovidethe samelevel offunctionalities at leastasthe paper notebookthe system
should allowusers to:

- Add textual omments toany line ofthe logs
- Upload any files that could heip understanding the experiment (imagesioitial results
of analyses, pictures oktS Ay a G NHzyYSy G SELIX I yIG2NB G§SEGZ
- Tagindividual linesdhef 23 6 A YL NIIFYG>X SNNBNHEIZ OF f Ao NF
- BookmarHKines ofthe log, enabling them to structure long logs
- Sketch withthe mouse andadddrawings touploaded files
- Filter thelogs by type of event
- Generatea PDF of the full log, includirige annotations.

Functions such asearching, reporting and event correlationshould also be introduak This
howeveris beyondthe scopeof thistask where we focus orenhancingthe understanding of
raw datawith aviewto its longterm preservation. Thelevelopment ofsearch, report andlata
miningfunctionswill be carred out outside this project.

2.3 EXISTING TOOLS

More than one hundred softwarapplicationsalreadyexist inthe electroniclogbookfield (open
sourcéclosed source, fregare/commercia) etc.) hey all fall into dasiccategories:

- Applicationsvhichstructurethe information tightlyandare often developedor a specific
scientific field biology, chemistryetc.)or usage (shift operatorspaintenanceoperatiors,
etc.). Theseools do not meebur general purpossand useffriendly requirements: even
afew days of learning ®o long before starting to enter theotes

- Applications in whiclthe information is nottightly structured they areoften based on
blog or wiki technology. Ese tools are valuable as personal notebsgdiut they lackthe
semantic and accessanagemenftunctions

We have paid articular attentionto three applicationsusedby PaNdata members

The "p" logbook(http://www.s|soft.com/) from St James Softwaggertains to the first category
It is a featurerich solution oriented towards the magement of industrial processeshigtool
could perfectly fit the neeslof shift and maintenanceperators but it does notmeet someof
the requirements of this projecfmore specificallthose of extreme useifriendliness and the
specific semantiof sciertific research facilities The Riropean Synchrotron Radiation Facility
(ESRRurrently uses j5 for itsontrol room operatioms* 2.

1 B logbook- A Commercial $ogbook( http://accelconf.web.cern.ch/accelconf/pc08/papers/tux04.jdf
2 Evolution and Status of the Electronic Logbooks at the ESRF
(http://accelconf.web.cern.ch/accelconf/e08/papers/tupp004.Hdf
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ELOGIHtps://midas.psi.ch/elog), developed bythe Paul Sherrer Institute (PSl)has been tested
at the hstitut LaueLlangevin (ILLjor some experimentand feedback from userfias been
positive. ELOGrovides a simple interface which coldd extendedto add missing functionalities
but it is not ideal foistructuringthe information andaccess requirements aflage-scale facility
The softwareprimarily providesa logbookfor personal or team use; it is not suited for use by
instrument users in a largescale facility, where the logsaccessare structured by the
experimentl administration

Labtroventtp://www.labtrove.org/ ismainlybeingdeveloped by théJniversityof Southampton
and has been testean a few instrumentsat ISISLabtrove isich in functionalty (sketching is
possible for instance) and probaiplcorresponds in its conception most closedyour needs It

has beendesigned however,mainly for laboratory staff and has not proved itsvorth as a
logbook for largéfacility users

2.4 ANOVEL APPROACH
As rone of the existing solutiorseems satisfactory as experimentahotebookat facility leve)
the decision was taken tadoptanovelapproach:

- Note-taking will be structured by theinstrument control software. Asexperimentalistsneed
to keepa closewatchonthe logs of thé instrumentsduring experimentswe proposeproviding
them with a purposebuilt solution allowing rapidannotatonsto be addedto the instrument
control logs as they monitor thenm a simple and timeffective manner.

- The new applicatiorwill have tobe seen as new and attractiveservice if wereallywant to
collectthe notes to enhance ownderstanding othe data, we need to ensure thathe usersof
the applicationperceive the benefits ahe solution

2.5 ARCHITECTURE

2.5.1 Collectinghe instrumentcontrol logs

Logs are generated bthe instrument control software or in some cases directly ke

hardwarés own software. W need tocollectand convey these logs safely tocantral archive.
It is extremely important not tdose loggedevents,despiteproblems with the networkor the

central archive.

This task otollectingandtransportingeventlogsis not specific to our scenartid iscommon in
the IT industryand has generated @ozenwell-known or emergingpecializegroducts(see, for
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example,syslogng®, logstash, Kafkd, Graylog?, or scrib€). In our case we are looking for a
solution able to buffer the logs in the event of network failuBnly Fluent§and Fluméseem
to satisfy this requiremengasily theyprovideabuffer mechanism in the evermtf the aggregator
(or nexthop)failing tohandle the message.

Most of these tools only handl&SCllog messagesiNe shall be generatinggswith ASCliext
or imagesfor the imagesve will encode the binarfilesin base64

We havedecided onFluentd forthe prototype, mainly for its simplicity of installatiginowever,
Flume could alssatisfy,and we could switch t&lumeif necessary at any point.

Inthe case of the ILL, only one input plugin (httpll be used to sentbgs to Fluentd, buthere
exist over ehundred input or output plugins for most of the scenamagirable (file-based logs,
databass, etc.).

In addition tosending the logs to the central collectave alsoneed tosend them to a local
websocket, in ader to display them locally ithe eventof a network failure.

The bgsare sent from the instrument control software in JSON fornBalow you will find two
messagesypical ofthis format:

Achangeof variable:

{
"id": "a9d212ffef3cebbcd143b67172a1lb576",

"parentid": "af1746031b5¢c95522¢c26f63092e0ed15",
"level": "info",

"timestamp": 1380536490,

"event": "simple",

"type": "variable",

"properties":[

"name": "$j",
"type" :"double",
"value": 156.5
1,
"proposal": 1
"instrument": 20,
"sample": 4

3 http://www.balabit.com/network-security/sysloeng/opensourceloggingsystem
4 http://logstash.net/

5 http://kafka.apache.org/

5 http://graylog2.org/

7 https://github.com/facebook/scribe
8 http://fluentd.org/
9 http://flume.apache.org
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An acquisition:

{
"id": "a9d212ffef3ce6bcd143b67172a1b576",

"level": "info",
"timestamp": 1380536490,
"event": "acquisition”,
"type": "numor”,
"properties": [

{

"type": "number",
"value": 678431

1,

"proposal”; 1,
"instrument": 27,
"sample": 897

2.5.2 Parsing the logs

In order to storethe log messagesn a structured databasethey need to be parse and
understood This is the role of the parseitting in between the log aggregator and the database
The parser has to be adapteidr each deploymentFor the initial prototype the parser is a
database store procedure.
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2.5.3 Database schema

EVENT TYPEOF_EVENT
P 7 EVENT_NO NUMBER (10) P * TYPEOF_EVENT NO NUMBER (10)
F EVENT_PARENT_EVENT_NO NUMBER (10) >| ______ - TY PEOF_EVENT_NAME VARCHAR? (15 BY TE)
EVENT_TEXT VARCHAR?2 (250 BYTE)
EVENT IC.ID TIMESTAMP TY PEOF_EVENT_PK1 (TY PEOF_EVENT_NO)
EVENT_IC_ID_ORDER NUMBER (10) TY PEOF_EVENT_PK1 (TY PEOF_EVENT_NO)
EVENT_PARENT_IC_ID TIMESTAMP
_ _p|F  EVENTTYPEOF_EVENT_NO NUMBER (10)
EVENT_PROPOSAL VARCHAR?2 (25 BY TE)
EVENT_INSTRUMENT VARCHAR?2 (25 BY TE)
EVENT_SAMPLE VARCHAR?2 (250 BY TE)
EVENT_OUTPUT_LOG VARCHAR?2 (4000 BY TE)
EVENT_LEVEL VARCHAR?2 (10 BY TE)

EVENT_I1 (EVENT_TY PEOF_EVENT_NO)

I
I
|
|
|
| EVENT_PK1 (EVENT_NO)
|
|
|
|
|
|

(
EVENT_|2 (EVENT_NOMAD_ID) PARAMETER
EVENT_I3 (EVENT_PARENT_NOMAD_ID) P * PARAM_NO NUMBER (10)
EVENT_|4 (EVENT_PARENT_EVENT_NO) PARAM NAME  VARCHAR? (50 BY TE)
EVENT_PK1 (EVENT_NO) =
i F . A PARAMETER_PK1 (PARAM_NO)
- —_—— - = = - = 1 | P - PARAMETER_PK1 (PARAM_NO)
| L PARAMETER_I 1 (PARAM_NAME)
[ e
| -
| P 4 TYPEOF_PARAMETER
| e P * TY PEOF_PARAM_NO NUMBER (10)
- TY PEOF_PARAM_NAME VARCHAR2 (50 BY TE)
7: 27 TYPEOF_PARAMETER_PK1 (TY PEOF_PARAM_NO)
GARAMETERICLST] >|_ ______ —» TYPEOF_PARAMETER_PK1 (TY PEOF_PARAM_NO)
P * PARAM_LIST_NO NUMBER (10)
F  PARAM_LIST_PARAM NO NUMBER (10)
F  PARAM_LIST_TY PEOF_PARAM_NO NUMBER (10) UNIT
F PARAM_LIST_QUALIFIER_NO NUMBER (10) P * UNIT_NO NUMBER (10)
F PARAM_LIST_UNIT_NO NUMBER (10) >.| _______ > UNIT_NAME VARCHAR? (50 BY TE)
F  PARAM_LIST EVENT_NO NUMBER (10)
- — PARAM_LIST_VALUE VARCHAR2 (50 BY TE) UIT_(FGS) QUL (o)
| F PARAM_LIST_PARENT_LIST_NO NUMBER (10) UNIT_PK1 (UNIT_NO)
| PARAM_LIST_ORDER NUMBER (5)
| PARAMETER_LIST_PK1 (PARAM_LIST_NO) QUALIFIER
I PARAMETER _LIST_I6 (PARAM_LIST_PARENT_LIST_NC) P * QUALIFIER NO NUMBER (10)
| PARAMETER_LIST_PK1 (PARAM_LIST_NO) >|_ ______ —» QUALIFIER_NAME VARCHAR? (50 BY TE)
| PARAMETER_LIST |1 (PARAM_LIST_PARAM_NO)
| PARAMETER _LIST |2 (PARAM_LIST TY PEOF_PARAM NO) SURIAIER [RE) (EDAAISR [1Q)
| PARAMETER_LIST |3 (PARAM_LIST_QUALIFIER_NO) QUALIFIER_PK1 (QUALIFIER_NO)
I PARAMETER _LIST_|4 (PARAM_LIST_UNIT_NO)
: PARAMETER_LIST |5 (PARAM_LIST_EVENT_NO)
|

This Entity Relational Diagram presents the tablethe heartof the applicationgcentredon the
event and its list of parameterddore tables will beaddedasthe log evolvegqstoring linls to
AYlF3Sa | yR T A an8 eadbackerecdived fddthe uskrs.

2.5.4 Web application
As we have had successthe pastwith Symfony anopensourceweb applicationframework,
we have decided to usefibr the development othis application.
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Symfonyprovidesa frameworkfor improving and accelerating the ddepment of applications
(bystructuringthe developmentandreusing generic modules)he use of #mmework facilitates
longterm maintenance and scalability by complying with standard development rules.
Compliance with development standards also sinmgdifiintegrating and interfacing the
application with the rest of the information system.

As we want the application to be a rich user experience, most of the data coming from the
database will be exposed as RESTful web services. The presentation layer dvilen by
AngularJS and the Bootstrap CSS component framework provided by Twitter.

The whole application must be protected/e will be usingCentral Authentication Servic€AS$
or Security Assertion Markup Langua@AMI) to authenticate users. The web alpgation will
run behind the Apache web server.

2.5.5 RESTfudervices

Below is adraft list of RESTfulesources.These are alprotected behindthe ILL's Central
Authentication ServiceEvery response is returned in JSON waitstandard response code and
format.

Resource Method Description

/experiments GET Return a list of all experiments

/experiments/{id} GET Return details for a specified experiment

lexperiments/{id}/logs GET Return all log messages for a chog
experiment

/logs GET Return a list of all logs

/logs/{id} GET Return an individual log message

llogs/{id}/media GET Return a list of all media associate to a
message

llogs/{id}/comments GET Return a list of all comments associate t
log message

/media POST Upload media to a log message

/media GET List all media
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/media/{id} DELETE Delete media with a given identifier

/media/{id} PUT Update media with a given identifier

2.5.6 AngularJs and Bootstrap for frontend development

AngularJS is an opaource JavaScript framework, maintained ®gogle, whichassists with
running singlepage applications. Its goal is to augment browisased applications with model
viewgcontroller (MVC) capability, in an effort to make both developireamd testing easier.

The library reads in HTML conteigadditional custom tag attributes; it then obeys the directives
in those custom attributes, and binds input or output parts of the page to a model represented
by standard JavaScript variables. Th&gs of the JavaScript variables can be manually set, or
retrieved from static or dynamic JSON resources.

The goal for the project is to make a single page webiegmon that relies on modelsthe
controller, web services, views and components to chatgstate.

All the data (log messages, comments etc.) will be read from the JSON web services provided by
Symfony.

Bootstrap is a free collection of tools for creating websites and web applications. It contains HTML
and CS®ased design templates forgpgraphy, forms, buttons, navigation and other interface
components, as well as optionddvaScript extensions.

Bootstrap allows us to create responsive web pages that change their views to provagéimal
viewing experience depending on the device being used
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Home My proposals ~
Logs

Home / My Proposals / 123-52-444
Ferromagnetic-NSE study of the low-frequency spin-dynamical signature of the INVAR effect in Fe65Ni35

M My bookmarks~ £ Actions -

Resume live updates

The logs will be updated automatically. You can pause the automatic updates by clicking on the button above

Filter by event type Filter by level Y Filter
Axis shift EVALUATION ERROR
Monof retrying 2 of 5 actual 3.23m wanted 3.24m

Event ID Time Detector Rate det Monitori Rate M1 Monitor2

4565830 2 seconds ago 6.920e+02m 2.307e+02 1.287e+05 4.289%e+04 1.200e+02

4565831 2 seconds ago 6.920e+02m 2.307e+02 1.287e+05 4.289%e+04 1.200e+02

4565892 2 seconds ago 6.920e+02m 2.307e+02 1.287e+05 4.289+04 1.200e+02

45658393 2 seconds ago 6.920e+02m 2.307e+02 1.287e+05 4.289%+04 1.200e+02

@ Share W Bookmark event # Add annotation oieEEEIEET

Image CONTROLLER  INFO

Mono1 retrying 2 of 5 actual 3.23m wanted 3.24m

Parameter Parameter value
Parameter Parameter value
Parameter Parameter value
Parameter Parameter value

Parameter Parameler value

B Share W Bookmark event # Add annotation |jof

elete e

Figure7 Current state of the interfaceDesktop view
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ALl If we combine the use oAngularJs an@ootstrapwe
i can create a truly rich, fluid andesponsive web
F LILX AOF A2y G2 SyKFyOS (KS dz

Logs 25.7 Authentication with CAS or SAML

Home My Proposals We will implement athentication through Central
Authentication Service and SAML.

Ferromagnetic-NSE study of the low-frequency spin-dynamical signature of the
INVAR effect in Fe65Ni35

During the prototype phase L[ [ Qa /I Sy i N
Authentication Service will be used wmuthenticate
users accesgo the web application interface.

The logs will be updated automatically. You can pause the automatic updates by

e We havedecided that after a successful launch we will
allow users coming from an Umbrella account to access
the applicationif they can provethat they have a
registered account at the ILL. Rbe test phase of the
project we will only allow usenwith ILL credentials to
S Lol access the application.

Mono1 retrying 2 of 5 actual 3.23m wanted 3.24m

W My bookmarks ~ £ Actions ~

Y Filter

Event
ID Time Detector Rate det Monitori Rate M1 Monitor2

4565890 2seconds 6.920e+02m 2.307e+02 1.287e+05 4.28%9e+04 1.200e+02 2'5-8 Redtime nOtifications USing NOdEJS
ago - .

4565891 2seconds 6.920e+02m 2.307e+02 1.287e+05 4.289e+04 1.200e+02 TO Oﬁer a reatlme experlence to the use“Ne use
e websockets.  Websockets  provide  fdliplex

4565892 2seconds 6.920e+02m 2.307e+02 1.287e+05 4.289e+04 1.200e+02

200 communication channels over a single TCP connection.

45658093 2seconds 6.920e+02m 2.307e+02 1.287e+05 4.289e+04 1.200e+02

ago

We implement a socket server using the ExpressiO
e srae et 2 ssacvesion BN framework for NodeJs, the evedtiven I/O servesside
JavaScript environment based on W8e have ao
looked at dher frameworks for implementing web
socketsthe feedback froma number olusersindicates,
rameter e OWeVeEr, thatNodeJds the best choiceespecially in

value

rrmeer 2o t@rms Of stability and maturityThe sole purpose of the

value

rrmeter e goCKet server is to notify the usef any new data.

value

image conmousn wro

Mono1 retrying 2 of 5 actual 3.23m wanted 3.24m

Parameler Parameter

Figure8 Current state of the Interfacemobile view

Parameter Parameter
value

The idea, in essence, is simple; when the logger
daemon (FluentD) receives new log data it infetine

socket server the socket server then notifieshe
relevan clientsof the data it has received/hen a client receives notificatipit updates the

dza §page using AJAX. We could have used AJAX to continuously poll the server every 10~
secondsbut we considerthat thiswould unnecessadly ovetoad the server. We want the client
application to poll the servesnlywhen a notification has been received.

2 Share R Bookmark event | # Add annotation REsEEEEENY

Pagel8of 23
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